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Abstract
This research is a design and development study aimed at (1) designing and developing a privacy-preserving
data communication system for recirculating rice field crab farming using Internet of Things (loT) technology
integrated with the ChaCha20 encryption algorithm, and (2) comparing the performance of ChaCha20 with
conventional encryption methods in terms of processing time, resource utilization, and data security. The samples
used in this study consisted of sensor data collected from a recirculating aquaculture system, including water
temperature, pH, dissolved oxygen (DO), and turbidity. An ESP32 microcontroller board was employed to transmit
data via a Wi-Fi network to a cloud server. The ChaCha20 algorithm was implemented to encrypt data prior to
transmission. The sensor data were collected and stored in real time, followed by data analysis and evaluation of
encryption performance. The results showed that the proposed system was able to securely encrypt and transmit
sensor data. ChaCha20 achieved an average encryption time of 1.25 milliseconds per packet, which was 32.4% faster
than AES-256. In addition, memory consumption was reduced by 18.7% compared with AES-256. These findings
indicate that ChaCha20 is a suitable encryption algorithm for privacy-preserving loT commmunication, particularly for
resource-constrained devices with limited energy and computational capabilities.
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Algorithm 1: Secure Sensor Data Transmission Using ChaCha20 Encryption

Require:
K': 256-bit Secret Key
N : 96-bit Nonce
C: Counter
S : Sensor Set
= {Temperature, pH, DO, Turbidity}
Ensure:
Secure transmission to Cloud
1: Initialize loT Node
2: Initialize ChaCha20(K, N, C)

3: repeat

4. for each sensor si € S do

5: Di «<— Read(si)

6: end for

7: Packet «— Serialize(D1, D2, D3, D4, Timestamp)
8:  Ciphertext <— ChaCha20(Packet, K, N, C)
9: Send Ciphertext via Wi-Fi

10:  Wait ACK

11:  if Timeout then

12: Retransmit Ciphertext

13:  endif

14: C<«—C+1
15: until System Shutdown
16: return
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Algorithm 2: ChaCha20 decryption algorithm
Require: K € {0,1} N 256,

N e {0,1} A 96,

C e {0,1} A 32,

CT € {0,1¥
Ensure: PT = ChaCha20-Decrypt (K, N, C, CT)
1: IM < Init (K, N, O)
2: for x «— 0 to (|CT|/512) - 1 do
3: OM «— IM
4 forj«—0to9do
5 OM[0,4,8,12] <«— QR(OM[0,4,8,12])
6: OM[1,5,9,13] «— QR(OMI[1,5,9,13])
7 OM[2,6,10,14] <— QR(OM[2,6,10,14])
8 [
9 [

OM[3,7,11,15] «— QR(OM[3,7,11,15]

)
OM[0,5,10,15] «— QR(OM[0,5,10,15])

10: OM[1,6,11,12] <— QR(OM[1,6,11,12])
11: OM[2,7,8,13] «— QR(OM[2,7,8,13])
12: OM[3,4,9,14] <— QR(OM[3,4,9,14])
13:  end for

14: S «— Serialize(OM + IM)
15:  forz<«— 0to 511 do

16: PT[512x+z] «— CT[512x+z] @ S[z]
17:  end for

18:  IM[12] «— IM[12] + 1

19: end for

20: return PT
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Bn1siaUssiunisidngia

Wieusuliulssansnmuessane3iu ChaCha2o lumaidnsiatoya snideildmnalunisidhsda Encryption
Time) Tagldfdunarfifeglululasnoulnsaiaesuoin ESP32 situileddu esp timer get time() dslsimnuazidesly
n1s¥alulasiundl (Microsecond Precision) Tnedumeunisimsuannisduiiniandudu (T, ) viuil dewsenldileddu

start

ChaCha20_Encrypt() iiewdnsiauinifindoya antudllanszuiunisidhsfaasoanysel asduiinnaiduan (7]

end

) uag
AwInalunsnsiaIInNasweIaIie 2 M angasawon 7, =T, , — T, Werhmsudamheanlulasiui

& a aa Ny % P v ~ = [ 1% P~ & < & v s
Juflafiwiidaenismsaie 1,000 WeliaansasSeuiisunalaig deyanlilummeaasuluuinindeyainiuuigesi
Faldl Uszneudeargamgiiun Arrnudunsa-ane Ausunaeendauazareluil Aanugu wazdeyananfivudin

Page | 48



MIUsERRTINTTEAUERMUINEUINS walulaansaumnauagananuiiv we. 2569
The National Conference on Academic Resource, Information Technology and Multidisciplinary 2026

(Timestamp) Fafivwiaadsuszana 96 lud antduimadnialdudiummaiaie (Mean) drudonvuuinsgiu
(Standard Deviation: S.0) wazAAan-gegavesalunsitnsia ielfiuTeuifisuiudanesiiu AES-256 Tuideuls
Wiy fadinsianatazaseunquanznszuiumadistaniity nglisunalunssueaneuses nisads
witniindeyansdstoyaruedotiedumesiidn ilelausauszilivlssansnmvssdanedfiu ChaCha2o lseg1sgndes
waziIguLiiguiudanaifiu AES-256

NAN153Y

nsUssdiulsyavismnuesnisdeansdeyauuuinmanududiud Inelddane3fin ChaCha20 dwmsunisidhsia
JoyanoudiuaIaedunesiin nsUsuliulszdvsnmaseunauiunisidisiadeya anuslunisuszaana nsld
ninensveslulasnoulnsatass uazussansnmlumsivdsdoyauuuiviviila iefiansananuwenzanvesdanesiud
T¥dmiunisesnnisidhusiadeyafifianuvasnsiouasdediindunisuszuiana meaud uaznislindany Tagld
vain ESP32 Fadoudatuwueainsrotnauaimi Wud lwweeingangl wuesTadamdunsa-ag wuwesin
USumeendiuaraelni uasisumeincmanuguureni lasmmshundmessugesdmsumsTamlufiludl 1 uas
diludl @ dwiummeassuanaianind 5

EJ}.
I
il |
L
o
wuwasia iouwagsa
vtuncusansiouasans (00) MMl Aovugu (Turbidity)

(n) (@)

AR 5 degrnisiefatugeslunsia (n) dslun 1 () gelui 4

Joyannuwesgninguuuuduninifineudidnszuiunsdnsiasiedaneasiiu ChaCha20 uazdmuniodny
sumediinludagudeyavunariniiedaiiudeya InsldiuSsufisusanesiiu ChaCha20 Audanasfiu AES-256 Faiu
wnsgrun s sfatoyailasuauiisuetisundvans Tagldidiaudn 1dun tatlumsidhsiia Encryption Time) 1aanlu
n1909059a (Decryption Time) N1541LU8A21U4 (Heap Memory Usage) n1stavnsnensaasniagussauiana (CPU
Usage) §nsinsiudstioya (Throughput) fhednadeyatidsludsgrudeyavunariniderinnisidisiadeyauds dadogns
29 5

Page | 49



MIUsERRTINTTEAUERMUINEUINS walulaansaumnauagananuiiv we. 2569
The National Conference on Academic Resource, Information Technology and Multidisciplinary 2026

¥  =0DiPONIUiopLftDcULks
ciphertext: "4f6c9b28d4e1aTc352f89eTdhab4319cBe4d725fa0d9"
counter:1
nonce: “000000090000004A00000001"
timestamp: “2026-04-22 15:30:10"
»  -0iPRPf1_ZCNJzOhMbbo
» -0iPUOpWNKJRoBL&6F7yg
» -0iPYzZG2AtS5hDeiaMuu
»  -0iPZzBbHSQeQOHYO_R3

(n)

»  -0iQYJzuHEyABs2HMGhc

v -0i_ré@Fs6ALxLwefoQy6
ciphertext: "8D2TFASIBC34E0A962DFT81CSBAAEI961FCBO3DBAY4E2TODBO1ABCF2475BES30"
iv: "6ABF4C3D91E2BTA45D3CIFB10B2ATEIC"
time: “10/4/2569 10:04:05"

()

A 5 fregndeyaiiidnsiadaivlugudeyauunatin (Firebase Realtime Database) (n) Winsiasiedanesiiy
ChaCha20 (v) 1isWiasedane3fiu AES-256

ndayanenaniasiiuingiudeyavunaiia lWldifudeyasnwuresinenss winuamzdoyaidisiauas
(Ciphertext) Fsldanunsansiuanaseesgaumgll Aaumgiun Aanudunsa-ane Adunaeendiauazanglul uazen
ANUYUYRI dAivstnrausansulalnensuaulud N AT URSALAAINARMNAINEN FIFIBE19 N 6

Water Quality Monitoring Dashboard
Recirculating Rice Field Crab Farming Systems Using ChaCha20 Encryption

Pond Temperature

285 °C
Tank 1 Tank 4
Water Inlet Water Outlet
pH 723 pH 718
DO 6.84 mg/L DO 6.72 mg/L
Turbidity 116 nTU Turbidity 98 n1U

= s 5 a 9] Y v v Y a =
AINN 6 LLGVUU'@?@LLﬁﬂQNaﬂmﬂqwuqLLUUL']a'ﬁ]?ﬁiﬂEJI?jﬂ'ﬁLGU'ﬁW?{LLagﬂaﬂiﬂaﬂﬁﬂaaﬂaﬁﬂﬂ ChaCha20

amdl 6 uansmiihneuasueiadmiuiamunmuamihwessruunsAssuuuutmsudeu (Recirculating Rice
Field Crab Farmlng System) WUULIANR3Y Immmmmammmawmam (Pond Temperature) U 1 A LASLAAIAT
ﬂmmwmﬁuaa fathudin (Tank 1: Water Inlet) hay mmaaﬂ (Tank 8: Water Outlet) FsUsznaussainudunsa-aa
U3maoondiauaraislui uazArauduuesi feyatomungnasainuedn ESP32 wdwiunszuaunindisiaday
Sana3iiu ChaChazo Tudmiulugruteyauunaia aniuisnenstauasuanssaruiviunfigosuuunatass ilerasl
fdnuannafanuuandisufisuauamiissnisiduasiiosnldeswazninuasasndt
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Comparison of pH Between Tank 1 and Tank 4 Real-Time Water Quality Comparison

Comparison of Water Quality Between Tank 1 and Tank &
Real-Time pH Monitoring 150

] okt [ Tk

(n) (¥)

ﬂl L ] ¥ Tl a 20’ 1 | 1 1 £ 96/ ¥ L% 9(‘;
A 7 dedansivluansteyalseuiisuauninid () uansriaudunse-ang (pH) sewdieds 1 dwduasds 4 dreen
(@) nswhUFeufisumammgiiin Aanudunsa-ae (pH) Usinaeendiauazans (DO) uazmIANLYUUBIT 529IedT 1
Uz 4 Wren

A 7 uanssamaiFeufleuteyanmuaminuunanaisesing &1 1 thudh (Tank 1) wag & 4 thon (Tank 4)
Taennd 7(n) wansn1silieuiisuuuslduvesdaudunsa s (pH) Favuirdvssidesdefinsivasundaniios
dntieuasegluasiimngausiomamnzidssyun daunwdl 7a) wanauwalduveasuusamamiini 4 f Tdun gamngd
(Temperature) Apudiunsa-ss (pH) Usinasendauazaneluih (DO) LLazmmmstjusuaaﬁﬂ (Turbidity) Ims‘é’fa;damﬂﬁga
aosfedluultuaonndosiunaentisnamannaes wandiiuhssuvannsafanuiasiansmadeyanmnmiuuuam
sldegsrianio nieutamelildnuannsaisuifisugunimirssrihahduasdoondeusudulssaninmaes
szuuimzdsanuuivyudeuldededussansnin wan1smasosandliiftuindanesfin ChaChazo Sussavsaiwlu
nsisauaznensiateyagenidanainu AES-256 laganunsaanalun1suseuiana annisliviiennudl uazan
MM svhauremileUssiianalaeg1ailded Ay dwalviszuvannsasudedeyanneuesiudigudeyavunariala
$anh

A19197 1
Wiguiigunanisnmaeslneltvess ESP32 lunisithsiadeya

ChaCha20 ChaCha20 AES-256 AES-256 Improvement
Performance Metric

(Mean) (S.D) (Mean) (S.D) (%)
Encryption Time (ms/packet) 1.25 0.08 1.85 0.11 324
Decryption Time (ms/packet) 1.15 0.07 1.69 0.10 31.8
Heap Memory Usage (Bytes) 24,312 312 29,862 387 18.7
CPU Usage (%) 38.6 2.1 52.1 2.8 259
Throughput (KB/s) 73.0 4.7 49.3 3.6 48.1
Power Consumption (mA) 128.3 4.3 142.7 5.2 10.1

mammJ'%sJ‘ULﬁwmﬂﬁﬁagamiwﬁ 1 wuinsTdidanesiiu ChaCha20 Mwiaeaaus Heap wde 24,312 Tus
Younin AES-256 3414 29,862 lud wieAmdunisanasszsanaudenay 18.7 uenainiidanesiia ChaCha20 Ssldmdwenns
YosneUsyaanalsyanadonay 38.6 il AES-256 TiuszumSesas 52.1 Sdwmaliaunsaannisenisinaunes
Lulasmeulnsaaeslausvannsasay 25.9 lnglusudnsinissudeoya nuindanesiiu ChaCha20 ﬁﬁim%mmmméﬁa%aﬁ
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gnuszanana (Throughput) 1 73.0 KB/s gand1 AES-256 Gufien 49.3 K8/s InsAmdunisiintulssunniesas 48.1
yaugiinslindanuadevesdane3iiu ChaCha20 agil 128.3 mA f1nd1 AES-256 Faliwdssufis 142.7 mA veUszudn
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